Data Sheet: Messaging Security

Symantec Brightmail Gateway Small Business Edition

Easy-to-use, award-winning messaging security for inbound and outbound protection
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Overview

The Symantec Brightmail™ Gateway Small Business
Edition is an easy-to-use, all-in-one email security
appliance that delivers comprehensive protection from
viruses, spam, phishing, and spyware. It is affordable
and is built on the same technology that protects over
800 million mailboxes including large enterprises and
government agencies worldwide. With Brightmail
Gateway Small Business Edition, companies can
effectively respond to new email threats and prevent
confidential information from leaving the company

network at a minimal ongoing cost.

Key Benefits

Uncompromising protection

* 24x7 real-time protection provided by Symantec’s
Global Intelligence Network, which includes over 120
million antivirus sensors, 40,000 firewall and intrusion
detection sensors, and Symantec’s patented Probe
Network of over 2.5 million decoy accounts, across 70

countries

¢ Unique antispam solution adapts to your local threat
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Iail servers (Exchange, Domino)

Endpoint environment

conditions by tracking the reputation of malicious

senders targeting your environment

e Leverages technology built and refined over 10 years;
catches more than 99% of spam while making fewer
than 1in 1,000,000 mistakes

Powerful and easy-to-use management

e Less than 15 minutes initial setup time, with no

requirements for tuning, white listing, or black listing

¢ Intuitive Web-based interface provides real-time
reporting and management along with access to

end-user spam and content filtering quarantines
Smart investment, today and tomorrow

¢ Address growing email volume challenge without

buying additional hardware

e Lower total cost of ownership with minimal ongoing

administrative overhead

e Succeed with the world’s #1 security software vendor
that addresses all your security needs, today and

tomorrow

Confidence in a connected world.
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Key Features System Requirements

 Self-learning email appliance leverages both real-time

global reputation and local reputation scoring; catches Organization SMB (up to 1000 users)
more than 99% of spam with 99.9999% accuracy Typical deployment Combined control center/scanner
* Integrated IM protection against viruses and spim Form factor 1 RU rack mount
(IM-based spam), including the industry’s first Power supply Single
zero-day threat protection from IM-borne viruses and CPU Single processor
worms Hard drive 2 x 80GB Serial ATA RAID 1
« Out-of-box installation with less than 15 minutes Hic Two\Gigabit Bihernerports
setup time, zero maintenance, and no tuning required Supported platform

Advanced content filtering scans inbound and The Symantec Brightmail Gateway Small Business

outbound messaging traffic and safeguards Edition is deployed on Brightmail/Mail Security 8340

confidential information hardware appliances that are designed for small and

Reliable and effective antivirus protection, including medium businesses.
zero-day protection, with the only industry record of Clients (Internet browsers)
over 40 consecutive VB100 awards since November

¢ Microsoft Internet Explorer 6.0, 7.0
1999

¢ Firefox 2.0, 3.0

Scalable appliance provides 3-year warranty and

protection against more than 400% growth in traffic

Centralized management is included free of charge,

along with easy-to-use reporting

Continuous automated rule updates from the world’s
most extensive Symantec Global Intelligence Network
to help ensure effective, real-time protection against

new threats
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Visit our website
http://enterprise.symantec.com

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.

For specific country offices and contact numbers, please

visit our website.
About Symantec

Symantec is a global leader in providing security,
storage and systems management solutions to help
consumers and organizations secure and manage their
information-driven world. Our software and services
protect against more risks at more points, more
completely and efficiently, enabling confidence

wherever information is used or stored.
Symantec World Headquarters

20330 Stevens Creek Blvd.
Cupertino, CA 95014 USA
+1 (408) 517 8000

1(800) 721 3934

www.symantec.com
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